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1. Set Title of Program to appear in Windows Title Bar (Secure Viewer) (optional) 

2. Block Program Icon from being used (IntControl 1003) (optional) 

3. Give Program precedence over other programs for processing priority. 
(Exclusive @on) (optional) 

4. Block user/system ability to terminate program. 

5. Activate Quite Mode (No Error Message displayed when program is running) 
(optional) 

6. (Optional - display password requirement) (If incorrect password entered - 
program terminates.) Figl. 



Figs. 5-9 (Optional) 
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Detect whether TaskManager is running. If 
running - terminate. Determine if 
TaskManager was successfully terminated. 
If unsuccessful - terminate program - if 
successful - proceed. 



If TaskManager not 
successfully terminated 
- Exit program. 
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Detect if other application programs are operating that might interfere with 
operation of application program opening the content file. (e.g. Detect presence of 
running instance of Acrobat) If detected - proceed to warning and exit. In not 
detected proceed normally. 



If other application programs are running that 
will interfere with viewer program - warn 
user/advise user of methods to terminate use of 
other application programs . 
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Start application program running. Wait to detect 
active presence of the application program. 
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If application program not detected after pre-determined 
number of efforts or time delay - warn user and exit program, 



(Loop following events) 

Watch for presence of password entry window. Wait/watch for presence of 

password request window or until user terminates the application program 

or application program stops running. 

Write predetermined data to Windows Clipboard. 

Detect for presence of running instance of application program. (If 

application program not found - program terminates.) 

Detect for presence of TaskManager (If TaskManager is found - 

application program is terminated by program then program terminates.) 
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If password request by application 
program is detected - program sends 
keystrokes to Password window. 
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Fig 4b 
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If user 
terminated 
application 
program or 
application 
program found 
not to be 
running - 
program 
terminates. 

If TaskManager 
is running - 
application 
program is 
terminated and 
program then 
terminates. 
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Optional: 

1 . Analyze data on disk to determine last time/date of 
activity on computer (various last modification dates) 

2. Compare current time with last modification dates/times 
to decide whether user has back dated system clock. 

3. If system clock backdated prior to last modified dates, 
warn user of clock error and exit program. 
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Optional: 

1. Set expiration time/date (conceal reference date 
on user's computer for use to compare with 
system clock and last modification dates of other 
folders.) (methods: dword data, hidden file etc.) 

2. If current time/date (and/or last modification 
dates) is later than expiration time/date - warn 
user and exit. 
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Optional: 

Activate macro to self-delete 
program or activate other method to 
disable program. 



FIG 5 



Optional: 

Activate/implement shut-down script to 
require program to terminate as last 
program. (Becomes active upon Windows 
shut-down or user log-off) 
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Optional: 

Parse program name or command line to compare with 
program name assigned to specific user. If mismatch - warn 
user of tampering/alteration of program executable name and 
terminate/exit. (IntControl 1004 and/or 1006) 
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FIG 7 



Optional: 

Program detects for internet connection - if not found - program warns 
user of requirement and terminates. If found, data from user computer is 
collected (i.e. identifiers in registry and e-mail sent (with user data) to 
predetermined address. Program reads e-mail message previously sent to 
predetermined address (from server it was sent to) and detects the 
presence of data sent. If data sent matches (some or all) data retrieved - 
user permitted to continue using program. If e-mail/data cannot be read 
from server to which e-mail was sent to or does not match data (some or 
all) which was sent - program terminates. (Alternative method is direct 
interaction between user computer and remote computer for 
authorization.) 
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Fig S 
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(Optional) 

Display Introduction screen. (Utilize graphics file(s) for background or other 
data to identify issuer of viewer.) (shameless plug - advertising) 
(Utilize/display user buttons to proceed (OK), cancel (Cancel), instructions 
(Help), license (License).) (Typical dialog box - with typical warnings) 





User clicks Cancel - program terminates. 








User clicks Help - help screen displays 
User clicks License - license screen displays 
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Fig 9 



